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ABSTRACT 
Mobile Ad hoc Networks are assortment of mobile terminals or nodes, allowing no stationary infrastructure 
and centralized administration. A performance evaluation of routing protocol is very cumbersome due to 
various metrics involving dynamic topologies, mobility, routing limited resources, security etc. In this 
paper, various existing routing protocols were reviewed. It has been analyzed that efficiency of existing 
routing protocol degrades in the presence of attacks. Keeping in various attacks reports in literature and the 
protocol security algorithm; this paper attempts to review all such secure routing protocols comparing their 
relative metric and requirements.  
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1. INTRODUCTION  
 
Ever increasing days, Mobile ad hoc network is 
becoming the latest thrust era for researchers.  
MANET (Mobile Ad Hoc NETworks) is an 
autonomous system [1][2] and also assortment of 
various cooperative mobile terminals. Such 
networks are multihop, self organizing and self 
configuring network. In present scenario, there are 
currently two variations of mobile wireless 
networks [3][4][5]. The first kind is known as the 
infrastructure networks or Base Stations. These 
network communicates with the nearest base station 
which lies with in the range. Typical applications of 
this type of network include office Wireless Local 
Area Networks (WLANs) [6]. The second type of 
wireless network is called as infrastructure less 
mobile network, commonly known as an Ad hoc 
Network.  Due to no stationary infrastructure, all 
nodes can move freely, topology may change 
rapidly and unpredictably over time, and nodes 
have to form their own mutual infrastructures. 
Example of MANET applications[7][8] include law 
enforcement operations, automated military 
applications, Disaster relief applications, interactive 
lectures or conferences, Intelligent buildings, 
logistics etc. In adhoc network, finding a path 
between two hosts using routing protocol is a very 
herculean task due to their highly dynamic 
topology, absence of centralized administration [1]. 
Designing of routing protocol in adhoc network 

depends various factors like mobility, bandwidth, 
resource constraint, hidden and exposed terminal 
problems etc. Thus, routing protocol is structured 
for purposes such as fully distributed, adaptive 
frequent and stable topology, loop free and 
minimum number of collisions. 

The rest of this paper is organized as follows. In 
Section 2, we present revolution of existing routing 
protocols and focus of security characteristics to 
make them secure. Section 3 presents involvement 
of attacks in adhoc networks. Section4 discusses 
various existing secure routing protocol which are 
used to prevent attacks and other routing related 
problems.  Conclusion is presented in future work. 

2. COMPREHENSIVE SURVEY ON 
ROUTING PROTOCOLS: 

 
Mobile ad hoc network does not rely [2-8] upon any 
fixed support infrastructure. By varying distance, 
connectivity and disconnectivity of nodes can be 
controlled. So, routing is very important issue in 
adhoc networks.  Each node in the network must be 
able to take care of routing of the data and can 
discover multihop paths. B.S. Manoj et. al has 
categorized routing protocols based on methodologies 
such as (i) routing information update (ii) temporal 
information for routing (iii)Routing topology[9] (iv) 
Utilization of specific resources. This paper focuses 
categorization of routing protocol based on topology 
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concept which can be divided into three types as 
follows: (i) Proactive Routing Protocol (ii) Reactive 
Routing Protocol (iii) Hybrid Routing protocol. 

Table-driven routing protocols [10] (proactive 
routing) information periodically advertise to all 
nodes for maintaining up-to-date view of the 
network. Each node maintains information of other 
nodes in the routing tables and regularly updates 
information when node moves. So, these protocols 
are not suitable for large networks. And on-demand 
routing protocols (reactive routing) only discovers a 
new route when it is required to. Hybrid routing 
protocols maintains an efficient balance between 
both categories of protocols [1][3][5][7]. Nodes 
within a certain distance from the node concerned, 
or with in a particular geographical region, are said 
to be with in the routing zone of the given node. 
For routing within this zone, a table driven 
approach is used. where as nodes that are located 
beyond this zone, an on demand approach is used. 
Table-driven schemes are more expensive in terms 
of energy consumption as compared to the on 
demand schemes because of the large routing 
overhead incurred in the former. Hence, the on-
demand approach is preferable for designing 
minimum energy routing protocols. Fig2 presents 
the detailed classification of routing protocols in 
mobile adhoc networks which mainly focuses on 
security feature for improving the performance of 
network.  
3 CLASSIFICATION OF ROUTING 

PROTOCOLS: 
TABLE DRIVEN ROUTING PROTOCOLS:  
Such routing protocols are also known as proactive 
routing. Its concept is based on the periodic 
exchange of control messages which are sent 
locally or in throughout the network. Thus a route 
is frequently available when required. DSDV,LSP, 
R-DSDV,FSR(Fish State Routing),CGSR(Cluster 
head gateway search routing),OLSR(Optimized 
link state routing),HSR(Hierarchical State 
Routing),TBRPF (Topology based reverse path 
forwarding),DREAM(Distance Routing effect 
algorithm for mobility),STAR(Source Tree 
adaptive routing protocol) etc. are examples of 
table driven routing protocols. 

i.DSDV (Destination sequenced distance-vector 
routing protocol): DSDV [11][12] is an 
enhancement of Bellman Ford algorithm. 
Updation in table and sequence number leads to 
prevent problem like loops and count to infinity 
problem. In this mechanism, routes to all 
destinations are readily available at every node 
at all times. The tables are exchanged between 

neighbors at regular intervals to keep up-to-date 
view of the network. Neighbor node use missing 
transmissions to detect broken links in the 
topology. When a broken link is found, it is 
assigned a metric value of infinity and the node 
that detected broken link broadcasted an update 
packet, to inform others that the link is chosen. 

ii. R-DSDV: It is an enhancement of DSDV and 
known as randomized version of Destination 
Sequenced distance vector [13]. It uses 
congestion control mechanism using 
probabilistic model. 

iii. LSP (Link State Protocol): This protocol [14] 
is based on link state algorithm and it is 
proactive in nature. It reduces the size of 
messages during transmission which controls 
flooding. It uses optimal number of hops in the 
entire network. 

iv. FSR (Fish State Routing): This protocol [15] 
based on the link state routing. FSR was 
designed to reduce message overhead in 
dynamic environment. Link state routing 
information broadcast the updated information 
throughout the network where as  in FSR, 
routing information is disseminated.  In this, 
node  rapidly shares information with its nearest 
neighborhoods and less frequently with distant 
nodes. Thus it alleviates problem of message 
overhead but it increases bandwidth issue when 
node density increases.  

v. CGSR (Cluster head Gateway Search Routing): 
This protocol [16] is designed to provide 
effective membership and traffic management. It 
is based on distance vector routing protocol. In 
this protocol, the whole network can be 
partitioned into clusters. And each cluster 
maintains one cluster head and at least one 
gateway node. By using the concept of cluster, it 
reduces the size of table as compared to distance 
vector protocol. But the maintenance of cluster 
structure is a very difficult in CGSR. 

vi. OLSR (Optimized Link State Routing): This 
protocol is an enhancement [1] of LSR and 
follows the concept of multi point relays. Nodes 
regularly broadcast beacon messages to its one 
hop neighbors, which include the list of 
neighbors to which a link exists. 

vii.TBRPF (Topology based reverse path 
forwarding): TBRPF [17] is based on link state 
algorithm. It uses tree topology and dijkstra 
algorithm concepts to minimize overhead and 
increase robustness. Its Reverse path forwarding 
process is applicable to large networks which 
greatly decreases collision and traffic. 
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viii.DREAM (Distance Routing Effect Algorithm 
for Mobility): It is a proactive [18] routing protocol 
that follows the concept of directional flooding to 
forward data packets. Thus there will be multiple 
copies of each packet at the same time. This 
increases probability of using the optimal path; 
however, it decreases its scalability in large scale 
networks.  
 
REACTIVE OR ON DEMAND ROUTING 
PROTOCOLS: 
Such protocols are superior to proactive routing 
protocols and are reactive in nature, known as 
dynamic routing protocols. These protocols are 
based on on-demand route discoveries. Thus route 
are determined when they are required by the 
source node.  
i DSR: It is known [1][8] as source routing 
protocol. This protocol is particularly designed for 
use in multihop wireless adhoc networks. It 
maintains two mechanisms:  
Route Discovery: When a source node S (initiator) 
sends a packet to destination node (target node) D, 
it searches a possible route in its route cache. In this 
process, It stores discovered routes in route cache. 
Route discovery requires 7 fields during this 
process such as sourceid, destid, ReqID, 
Addresslist, Hoplimit, NetworkInterfaceList, 
Acknowledgment list. Initially source node 
contains address list as empty and RREQ message 
contains 3 fields as source ID, destination ID, 
Unique RREQ ID. Then source node broadcasts the 
message with in transmission range. Moreover, 
source node also maintains a replica of send 
message in its buffer which is known as send 
buffer. Time frame plays major important factor. 
Packets can be dropped (i) if buffer is overflow or 
(ii) route is not discovered with in specified time. 
When a node receives a RREQ message and itself it 
is detonate node then reverse process generated 
otherwise it searches its own route cache for a route 
to the target. And node id is added in the address 
list and again RREQ is broadcasted.   
 
Route Maintenance: To maintain this process, it is 
essential to maintain the routes that are stored in the 
route cache.  
ii AODV (Adhoc on demand distance vector 
routing): This protocol [19] is mixture of DSR and 
DSDV routing protocol. It uses route discovery 
process same as DSR make use of hop by hop 
routing like DSDV. It differs with DSR in the way 
that it does not store the information of entire route 
in its buffer. And Route maintenance is same as 
DSDV. 

iii FORP(Flow Oriented Routing Protocol): 
FORP[1][3][5] is an on demand routing protocol 
and it is based on pure flooding mechanism. 
Moreover it maintains prediction based multi-hop 
handoff mechanism. This attempt is used to reduce 
the effect of communication failure. Its route 
request process is same as DSR. Additionally, each 
node that receives flow_req calculates link 
expiration time (LET). Due to this, destination 
could easily know when route is about to expire. If 
it expires, Destination node generated a Handoff 
message and propagated it by flooding. When 
source node receives this message, it can easily 
identify the optimal path to handoff. Then the 
source send flow_setup message along the newly 
chosen route. This protocol generates scalability 
problem in large networks. 
iv TORA: TORA [1][5][7] is distributed, 
dynamic and multihop routing protocol. It is based 
on the directed link reversal algorithms. This 
protocol is better than FORP in terms of efficiency, 
adaptability, scalability for large, dense mobile 
networks. This protocol is designed to minimize 
reaction to topological changes at a very low rate. 
v ABR (Associativity based routing 
protocol): This protocol [1][3][5][7] is based on 
source initiated on demand routing. It is also known 
as distributed long lived routing protocol for adhoc 
networks. Due to this feature, this protocols results 
higher attainable throughput. This protocols deals 
with fault tolerance when base station fails.  
vi PLBR (Preferred Link Based Protocol): 
This protocol minimizes control overhead by using 
subset of preferred list. Selection of this list can be 
based on degree of node. 
vii SSA (Signal Stability Based Adaptive 
Routing Protocol): It is an [3] on demand routing 
protocol and consider signal stability as a prime 
factor. In this signal strength is used to rectify a link 
as stable or unstable. SSA provides more stable 
routes as compared with shortest path routing 
protocols such as DSR and AODV. This protocol 
provides good link stability as compared to other 
protocols.  
 
HYBRID ROUTING PROTOCOL: 
i ZRP: (Zone Routing Protocol) It is known 
as hybrid zone routing protocol [5][7]. Such 
protocols are suitable for large area networks by 
adjusting the transmission range of nodes. The 
configuration of routing protocol is based on both 
proactive and reactive routing protocol.  
 
ii CEDAR (Core Extraction Distributed 
Adhoc Routing Protocol): It supports QoS 
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[1][3][5][7] reliable mechanism and based on 
extracting core nodes in the network. It employs a 

distributed algorithm to select core nodes 
 

 
Fig1: Classification of Routing Protocol[1] 

 . 
Solution Preferred 

Approach 

Issue Basic 

Protocol 

Used 

Example 

Watchdog & 
Pathrater 
(Colluding Mis 
Relay Attack) 
Black hole ,DoS 
Attacks 

By Adding 
Monitoring 
components(for 
improving 
throughput) 

No provision when node 
collides, Limited 
Transmission Power, 
False Positives, Partial 
Dropping 

DSR,OLSR,AODV 

Secure Routing 
Protocols 

Cryptography Expensive DSDV 
AODV 
DSR 

SEAD, ARAN, 
SAR,CORE, 
PrAODV, 
SPREAD 
ARIADNE 

FREQ/FRREP Confirmation 
from neighbors 

Deals with reliable 
groups only 

AODV 

Guard Node Trust 
Calculation 
Process 

Not provide solution for 
route selection 

AODV 

Threat Model Divide node 
into 4 types 

More Complex DSR 

Table1: Secure Routing Protocols: Solution of Existing Network Layer Attacks listed in fig.1 
 
Existing Secure Routing protocol: To meet the 
recent and rapidly increasing demand in 
decentralized environments like mobile ad hoc 
networks (MANETS)[36] the need for a secure 

routing protocol becomes inevitable  so that  the 
attacks such as malicious routing misdirection, 
black hole, gray hole, denial of service etc. can be 
averted[37]. 
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i Secure Link State Protocol: This protocol 
[38] provides secure proactive topology discovery 
which is beneficial for network operation. It is 
known as stand alone and self contained link state 
discovery protocol. It is responsible for securing the 
route discovery and distribution of link state 
information. This protocol is robust against Dos 
and Byzantine adversaries. But this protocol is still 
vulnerable to colluding attackers and other 
attackers. 
ii  SEAD (Secure Efficient Adhoc Distance 
Vector Routing Protocol): It is[39] based on DSDV 
routing protocol. This protocol is used to guard 
against Denial of Service by using one way hash 
functions. It provides limited CPU processing 
capability. Long lived routing loops can be reduced 
by using destination sequence numbers. These 
destination sequence numbers provide replay 
protection of routing update messages in SEAD. 
iii  SAODV:  It is an enhancement over 
AODV [1][40] routing protocol that utilizes 
security feature like integrity and authentication. It 
uses digital signature to authenticate non mutable 
field of messages and hash chains to secure hop 
count information. IPSec provides secure network 
transmission in MANET for data messages. And 
digital signature is used when a RREQ is sent 
between source node to destination node. Primarily, 
sender node signs the message and intermediate 
node verifies the signature before generating of 
reverse route to the host. And destination node 
signs the RREP to its private key. 
iv  CONFIDANT (Cooperation of nodes 
fairness in dynamic adhoc network): this 
algorithm[41] is enhancement of DSR routing and 
based on selection of selfish and unselfish nodes. 
Trust and routing calculation process is evaluated 
by experience, observation and behavior of other 
nodes, present in the network. It identifies routing 
misbehavior and maintains the provision of correct 
forwarding and traffic diversion. 
v  ARAN : ARAN[42] is on demand secure 
routing protocol an it relies on digital certificates. 
By using certificate process, it provides 
authentication, message integrity and non 
repudiation. Thus it provides end to end guarantee 
during message delivery between source and 
destination.  ARAN is capable of defending itself 
against spoofing, fabrication, modification, DoS 
and disclosure attacks. This protocol does not 
perform well when it is authenticated by selfish 
node itself and it also leads to wastage of 
bandwidth.  
vi ARIADNE: It is secure on [43] demand 
routing protocol and it is based on TESLA concept. 

TESLA is an efficient authentication scheme that 
requires loose time synchronization. Firstly it 
verifies route authenticity and secondly it checks 
that no node is missing on RREQ message. It is 
vulnerable to an attacker that happens to be along 
the discovered route. This routing can authenticate 
any three schemes: (i) Shared secrets between each 
pair of nodes (ii) Shared secrets between 
communicating nodes combined with broadcast 
authentication or digital signatures. Ariadne needs 
the security association between the initiator every 
node including intermediate node and the source 
node. ARIADNE prevents attackers with 
uncompromised routes and also prevents many 
types of Denial-of-Service attacks. But it can not 
defend against active 1-1 attack. 
vii ENDAIRA: It is an improved version [44] 
of ARIADNE and provides solution where 
ARIADNE fails. It is based on provision on public 
key system concept. But it can not defend against 
man in middle attack. So further there is introduced 
another secure on demand routing protocol known 
as ENDIARA Loc. 
viii ENDAIRALoc: This protocol [44] 
provides solution over man in middle attack as well 
as wormhole attack. It uses location information of 
node to resist this attack. It uses pair wise secret 
keys i.e. symmetric key mechanism rather than 
public key mechanism. As a result, energy 
consumption reduces effectively. 
ix PrAODV: It is an enhancement of an 
AODV [45] routing. It uses prediction based 
routing to reduce route breakages which improves 
the performance. It maintains two additional 
parameter in RREP message of AODV such as 
velocity and location information. These 
parameters help to calculate predicted link value by 
which source node can easily predict lifetime of a 
node. 
x CORE: Michiardi and Molva has 
introduced this approach [46]. Suggested algorithm 
relies on DSR routing. It follows reputation 
mechanism for monitoring of the cooperativeness 
of nodes. This mechanism uses the nodes’ 
reputation to forward packets through reliable 
nodes.  
xi SAR: It is an extension of AODV [47] 
routing protocol. This protocol considers trust level 
mechanism to take efficient and secure routing 
decision. In this a node can find a path through 
nodes with a particular shared key. It shares 
symmetric encryption key concept among the 
nodes. SAR increase overhead due to calculation of 
encryption and decryption process at each node. It 
can be implemented using any routing protocol. 
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xii  BISS (Building Secure Routing out of an 
Incomplete Set of Security Associations)[1][48]: In 
this only the destination has security associations 
established with all nodes on the selected route. The 
sender will authenticate route nodes directly 
through security associations and indirectly the 
nodes which it does not have security associations. 
The suggested algorithm reduces length ratio. 
Authentication process can be done by using 
message authentication codes and digital 
signatures. It follows RREQ process, same as 
Ariadne. 
xiii TIARA (Techniques for Intrusion-
resistant, Ad Hoc Routing Algorithms)[49]: This 
protocol is used to protect against Resource 
depletion attack, Flow disruption attack, Route 
hijacking. This algorithm can be used with any 
other existing routing protocol.  
xiv SRP (Secure Routing Protocol):  It is an on 
demand[50] routing protocol. It can discover all 
possible paths between two nodes. The sole 
assumption of the protocol is that at the beginning, 
all the nodes share a group key K and can be 
trusted. This algorithm is suitable for various 
applications like military and emergency situations. 
xv SPREAD (Security Protocol for Reliable 
data delivery):  It provides data confidentiality [51] 
security service in routing protocols. It uses secret 
sharing scheme between neighboring nodes to 
strengthen data confidentiality. It overcomes the 
problem of eavesdropping and colluded attacks.  
xvi AODV-SEC: It is an improved version[52] 
of SAODV and extension of AODV routing 
protocol. It uses PKI as a trust anchor for node 
identification using X.509 certificates. X.509 
version of AODV-SEC does not scale if the traffic 
load increases. It may be due to the cryptographic 
mechanisms. 
Although researchers [53-56][57-59] have designed 
security extensions for several existing protocols, 
many of which remove performance optimizations. 
Table4 illustrates the classification of secure 
routing protocols and also discuss issues of each 
protocol till date. 

Secure 
Routing 
Protocol 

Categor
y 

Essential 
Requirements 

ARAN 
 (2004) 
RARAN 
(2005) 

Reactive Online Trusted 
Certification 
Authority 

SAR 
(2004) 

Reactive Key Distribution or 
secret sharing 
mechanism 

SRP Reactive Existence of a 

(2002) security association 
between each source 
and destination 

SEAD 
(2003) 

Proactiv
e 

Clock 
Synchronization 

CONFIDA
NT 
(2002) 

Reactive Trust calculation  

ARIADNE 
(2002) 

Reactive TESLA 

ENDAIRA Reactive Public Key System 
ENDAIRA 
Loc 

Reactive Symmetric Key 
Mechanism 

SAODV 
(2002) 

Reactive Online Key 
Management Scheme 

TIARA 
(2000) 

Reactive Online Public Key 
Infrastructure 

BISS 
(2003) 

Reactive Provision of Shared 
Secret Key 
Mechanism 

PrAODV 
(2004) 

Reactive Mobile gateways 

SPREAD 
(2004) 

Hybrid Threshold Secret 
Sharing 

AODV-
SEC 
(2006) 

Reactive X.509 Certificate 

SLSP 
(2003) 

Proactiv
e 

TTP 

Table 2: Classification of Secure Routing 
Protocol against attacks listed in Fig.1 

Unfortunately, there is no proper protocol available 
in the literature which can manage to withstand all 
these attacks. Designing efficient routing protocols 
that provide both high security and high network 
performance is still a focus of recent research in 
this field.  
 
4.  CONCLUSION 
In this paper, an attempt is made to discuss various 
routing protocols and attacks that exist in adhoc 
networks. They were further categorized based on 
TCP/IP model. The paper presents the solution for 
further attacks (both passive and active) which were 
implemented in network layer. Various security 
metrices were also discussed.   
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