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ABSTRACT 
 

In a cardless electronic payment system messages are used instead of credit or debit cards (plastic money). 
These messages are passed between different entities in order to do electronic transactions over a network. 
The security of the cardless electronic payment system is a critical issue. In case of security breaches huge 
financial damages can be occur. This paper describes the work aiming at the security of a card less payment 
system. The confidentiality of messages in card less payment system is done. The messages passed between 
different entities are secured by using hybrid encryption and decryption technique. The Analysis of 
different pair of encryption/decryption algorithms which are RSA-DES, RSA-AES and RSA-TRPLEDES 
in the hybrid encryption technique is done and conclusions are drawn on the basis of execution time and 
memory usage. Experimental results show that RSA-DES executes faster and takes less memory so it is 
most suitable for hybrid encryption/decryption of messages. 
 
Index Terms—Cardless electronic payment system, Confidentiality, DES, AES, TRIPLEDES, RSA 
 
 1. INTRODUCTION: 
 
     Cardless electronic payment system refers to 
a system in which business activities like selling 
and purchasing of products and services carried 
out over electronic systems like the Internet and 
computer networks without the use of credit or 
debit card instead  Messages are passed between 
different entities. Any individual, business or 
commercial institutions and banks will not do 
business transactions through an insecure 
electronic payment system, which will lead to 
commercial secrets or personal privacy 
information leakage, resulting in huge loss of 
profits. The core issue of this cardless e-payment 
system is security. If the security is improved 
then people will trust electronic payment systems 
which will be beneficial to them because they 
can buy goods and services from the global 
market. 
 
    The security of the cardless e-payment system 
can be enhanced by increasing the confidentiality 
of the messages which have the information 
about the payment and payer in the cardless 
electronic payment system. The messages can be 

made confidential by using symmetric 
encryption or asymmetric encryption. But to 
enhance the confidentiality and to make it 
stronger this research uses the technique of   
hybrid encryption/decryption. This technique 
uses the combination of both symmetric and 
asymmetric encryption/decryption algorithms. 
This strong confidentiality of message minimizes 
the risk of information leakage. The propose 
solution provides a payment system for 
developing countries which will be more secure 
and allow the users to purchase goods and 
services without the use of credit cards or debit 
cards [1]. 
 
     Hybrid encryption/decryption technique is 
widely used in applications and software. 
Examples are GNU PRIVACY GUARD (hybrid 
encryption software), GPG PKI (hybrid 
encryption software) [2] etc. As a contribution 
hybrid encryption/decryption technique is 
studied in detailed and a new system is proposed 
which apply hybrid encryption/decryption on 
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messages in a cardless electronic payment 
system thus enhancing the security of the system.  
 
     Rest of the organization of the paper is as 
follows: section 2 describes related work; section 
3 will describe the purposed solution. Section 4 
will present experimental results and section 5 
conclusion. 
 
2.  RELATED WORK: 
 
     Balouch et.al. [3] purposed a cardless 
electronic payment system. The main idea of this 
study resolves around the designing and 
implementation of a messaging system for 
electronic payments for the developing countries. 
The system act as a card less system because it 
obviates the use of cards e.g. credit cards and 
debit cards for electronic payments. Most of 
people in developing countries do not possess 
credit cards, debit cards or any other form of 
plastic money. Also when they wish to transfer 
large amount of funds, credit cards do not help 
them as there is a limit beyond which they 
cannot employ the plastic money.  So they need 
such a system which minimize the use of cards 
and enable them to transfer money without any 
limitations. On the basis of these requirements 
and the local infrastructure, she proposed a 
messaging for electronic payments for local 
environment. 
 
     Khan and Singh [4] carried out a research on 
joint signature and hybrid encryption. They 
provide security of a document by using hybrid 
encryption and for authenticity they use digital 
signatures. They use the combination of IDEA-
RSA algorithm for hybrid encryption and RSA 
digital signature algorithm for digital signatures. 
Their joint signature uses “encrypt then sign”. 
Their proposed scheme achieved a speed of 2.8 
Mbps. 
 
      Mathew and Jacob [5] present a novel and 
fast technique for cryptographic applications. It 
is designed and developed using the symmetric 
key algorithm “MAJE4” and asymmetric key 
algorithm “RSA”. They develop a new hybrid 
system called MARS4 by combining the two 
encryption methods with an aim to get the 
advantages of both. Symmetric algorithm 
MAJE4 is used for encryption / decryption of 

files because it is much faster and occupies less 
memory than RSA. The RSA algorithm is used 
for key exchange and authentication. The 
performance evaluation of MARS4 is done in 
comparison with MAJE4 and RSA shows that 
MAJE4 is much faster and provides 
confidentiality as well as message authentication. 
 
     Ganesan and Vivekanandan [6] carried out a 
research to overcome security issues like 
privacy; authentication etc. digital envelope is a 
method to minimize these issues. The research 
develops a digital envelope in java combining 
the methodologies of symmetric and asymmetric 
techniques. The symmetric algorithm used is 
AES and asymmetric algorithm is HECC (HECC 
over GF(p) of Genus 2). MD5 hash algorithm is 
used for the integrity of data. The algorithm is 
tested and the result illustrates that HECC is the 
best alternative asymmetric key technique rather 
than ECC and RSA in the digital envelope. 
 
3.  PROPOSED SOLUTION: 
 
    This research is the extension of cardless 
electronic payment system whose framework is 
shown in figure 1: 
 
 
 

 
 

             Cardless Electronic Payment System [3] 
Figure 1 
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In figure 1 a model is presented for the cardless 
electronic transactions and messages were used 
instead of cards. 
 
    A modified model is proposed in this research 
as shown in figure 2 which make the electronic 
transactions secure by enhancing the 
confidentiality of messages in a cardless 
electronic payment system.  
 

                                 
Figure # 2 

                           Proposed Model 
 
 
In this model message is encrypted using both 
the symmetric and asymmetric algorithm. 
Symmetric encryption is used for its convenience 
and asymmetric encryption is used for its 
efficiency. Sender encrypts the message with the 
key of symmetric algorithm (AES) and then 
encrypts this key with the public key of an 
asymmetric algorithm (RSA). The receiver first 
decrypts the symmetric key with the private key 
of the asymmetric algorithm (RSA) and then the 
actual message with this symmetric key (AES).  
 

The basic steps of the proposed model are as 
follows: 
 

• Message is encrypted with the key of 
AES algorithm (symmetric algorithm). 
 

• The symmetric key is then encrypted 
with the public key of RSA 
(asymmetric algorithm) 
 
 

• Both the message and the key are sent 
to the receiver. 
 

• The receiver receives the encrypted 
message and the key. 
 
 

• The receiver decrypts the key with the 
private key of RSA (asymmetric 
algorithm). 
 

• The receiver then decrypts the message 
with decrypted symmetric key of AES. 

 
4. EXPERIMENTAL RESULTS: 
 
    Three pair of encryption/decryption 
algorithms is compared on the basis of time 
consumption and memory consumption to check 
which pair of algorithms is more efficient for 
hybrid encryption/decryption of messages. Three 
different message lengths are used and results are 
drawn as shown in the following table 1. 
 

   Comparison of method with different message sizes 

                                        
Table # 1 

 

Figure 3 shows results of time consumed by the 
three pairs of algorithm in graphical form. It 
illustrates the execution time in milliseconds 
taken by each pair of algorithms to hybrid 
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encrypt/decrypt the message of three different 
sizes. 
 

 
 

Time Consumption 
Figure # 3 

 
The graph shows that the combination of RSA-
DES takes minimum time so it executes faster 
than others. 
 
Figure 4 shows the graph of memory 
consumption. Three different message sizes were 
taken. The memory consumed is in kilo bytes. It 
shows that RSA-DES consumes less memory. 
 

 
 

Memory Consumption 
Figure # 4 

 
 
5. CONCLUSION: 
 
    Electronic transactions have revolutionized the 
world but if they are not secure then huge 
financial damages can occur. Developing 
countries need a secure system on which they 
can easily and securely do transactions. This 
research purposed a system which enhances the 

security of the cardless e-payment system by 
increasing the confidentiality of messages thus 
minimizing the risk of critical information 
leakage. Only authorized persons can send, view 
and receive the messages which hold the 
transaction information. A secure electronic 
transaction is achieved in the purposed system 
by applying the hybrid encryption/decryption 
technique on the messages. For future work the 
integrity and availability of messages can be 
done and it can be achieved by applying hashing 
algorithms on the messages. 
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