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ABSTRACT 
 

Alphanumeric passwords are the most commonly used way of authenticating users in computer systems. 
One of the disadvantages of alphanumeric passwords is that they are hard to remember. In this paper, the 
strengths of graphical passwords as an alternative to text-based passwords are discussed. Color 
combination as a memorable feature of graphical password is proposed. By proposing the use of color in 
graphical passwords, we seek to enhance graphical passwords.  Further, a colored graphical password 
scheme is suggested which is inexpensive compared to biometrics and addresses some of the challenges of 
text-based passwords.  
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1. INTRODUCTION  
 

Information security systems are supposed to 
permit authorized people in and to prevent 
unauthorized people from accessing a certain 
system. In addition, security systems are supposed 
to let authorized people do what they are allowed to 
do only. It is as a result of this that all security 
systems always require a user to identify 
him/herself. Scheiner (2004), states that once the 
identification has been accepted, the person will 
have to prove that identity-which is where 
authentication comes in. Scheiner (2004) further 
notes that, authentication does not have to be able to 
identify a random person as X, but rather only 
prove that person X is who he/she says he/she is 
during the identification step. 

Pierce et al (2003) suggested a graphical 
authentication method that increases security using 

the innate ability of humans to recognize visual 
information. Such an approach reduces the burden 
of remembering passwords, is relatively cheap 
because it does not require additional hardware. We 
propose an improvement to graphical passwords by 
suggesting the use of color. Using color moderately 
can enhance the attractiveness of the login interface 
and also enhance the security of the password since 
color is an important part of human vision. 

      
2. AUTHENTICATION METHODS 
 

According to Suo et al (2006), current 
authentication methods can be divided into three 
main areas: Token based authentication, Biometric 
based authentication, and Knowledge based 
authentication.  
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Bank cards and smart cards are examples of 
widely used token based authentication techniques. 
Fingerprints, iris scan, or facial recognition are 
some examples of biometric based authentication. 
The major shortcoming of biometrics is that setting 
up such systems can be expensive and the 
identification process can be slow.  This is because 
of the cost of card readers and scanners for 
widespread adoption. However, biometrics is 
known to provide the highest level of security. 
Biometrics can provide security in airports, military 
and government. 

Knowledge based authentication techniques are 
most widely used according to Suo et al (2006), and 
include text-based and picture-based passwords. In 
picture-based passwords, a user is expected to get 
authenticated by recognizing and identifying the 
images he/she chose when he/she got registered by 
the system.  

Research in the psychology discipline suggests 
that humans are better at recognizing visual 
information than recalling meaningless text-based 
strings as noted by Perrig and Song (1999); 
Dhamija and Perrig (2000), whether for 
authentication or otherwise. People find it easier to 
remember traffic signs or even pictures in 
billboards because a picture is said to speak better 
than a thousand words. When people see pictures, 
they are able to later recall the pictures through 
conscious recollection. 

According to Abdullah et al (2008) a graphical 
password is a technique that requires users to select 
a predetermined image or set of images on the 
visual display presented in a Graphical User 
Interface. A user is only authenticated if he/she 
enters some images only in a particular sequence.  
This ability to easily recall pictures by humans can 
be used for authentication in a similar way to text 
passwords. Users can select elements appearing on 
a screen as part of their graphical password. These 
elements can be shapes, mathematical symbols or 
touch/point some areas of an image to be 
authenticated.  

2.1 STRENGTHS OF GRAPHICAL 
PASSWORDS 
 

A graphical password is a secret that a user 
inputs to a computer with the aid of the computer’s 
graphical input (e.g. mouse, stylus or touch screen) 
and output devices as described by Monrose and 
Reiter (2005). It is the spread use of graphical user 
interfaces and input devices like touch screen, 
mouse, and stylus that allow input that is not typed 

through the keyboard like text that have enabled the 
use of graphical passwords. Other than graphical 
passwords being suitable for systems without 
keyboards, they can address weaknesses in text 
passwords like brute force attacks.  

Based on the assumption that pictures are easier 
to remember than words and a picture is worth a 
thousand passwords, many researchers are focusing 
on the development of graphical authentication as 
suggested by Suo et al (2006). Tao (2006) notes that 
psychologists have shown that humans have better 
ability at recognizing pictures than words. For 
instance, people find it easy to remember over fifty 
scenes, faces of people, but it is extremely difficult 
to remember a string of twenty characters.  

Since graphical passwords are not widely 
adopted, there is no report on cases of breaking 
graphical passwords. This is partially because little 
research has been done to study graphical 
passwords.  

It is easier to carry out a brute force attack 
against text-based passwords than graphical 
passwords. An attack program for a graphical 
password should be able to generate actions to 
imitate human input. A graphical password also has 
a large password space. Wiedenbeck et al (2005) 
compared the password space of graphical 
passwords with alphanumeric passwords. The 
password space is the set of all passwords that are 
possible for a given set of parameters. For instance, 
for alphanumeric passwords of length 8 over a 64 
character alphabet, the number of possible 
passwords is 648=2.8x1014. In graphical passwords, 
if the image is 1024x752 (i.e. roughly the full 
screen), with a tolerance around the click point of 
20x20 pixels, and with passwords consisting of 5 
clicks, the password space will have size 2.6x1016.  

Sobrado and Birget (2002) noted that graphical 
passwords are less vulnerable to dictionary attacks 
than text-based passwords because graphical 
passwords rely on pointing devices for their input. 
Dictionary attacks are infeasible, partly because of 
the large password space, but mainly because there 
are no pre-existing searchable dictionaries for 
graphical information. It is difficult to devise 
automated attacks for graphical passwords. 
Whereas, people can recognize an image within a 
short time, computers spend some time processing 
millions of bytes of information.  

A mouse tracking spyware can be an effective 
tool against graphical passwords. However, such a 
tool may not be an effective tool to break graphical 
passwords because the mouse information should 
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be related with parameters such as window position 
and size.  

Compared to text-based passwords, it is not easy 
to give graphical passwords to another person 
especially over the phone.  

A major concern among graphical passwords is 
the registration process and log-in process which 
take long than in text-based passwords. During the 
registration process, the user picks image portions 
of different colors from a set of selections to make a 
colored graphical password. During authentication, 
the user has to identify the images and this process 
can be tedious and take long. The need for higher 
security can override the long and tedious process 
of registration in graphical passwords. 

Graphical passwords because of their sizes 
require more space than text based passwords. The 
pictures also have to be maintained in a centralized 
database which implies that network transfer is an 
area of concern for graphical passwords. However, 
with the high computer storage space and increased 
bandwidths, this concern about graphical passwords 
is no longer a serious issue.  

3. MEMORABILITY OF COLORED 
GRAPHICAL PASSWORDS 
 

Recall based graphical password schemes are 
susceptible to guessing attack, if the images used 
are having too few characteristic features as 
suggested by Lin and Huang (2008). On the other 
hand, users may not remember which positions they 
click at registration stage, if the image used is 
thronged with too many kinds of objects.  

Graphical passwords can make use of different 
pictures or images to authenticate users. As known 
in graphical authentication, pictures can greatly 
influence usability and security of the system as 
observed by Weidenbeck et al (2005). Abdullah et 
al (2008) further note that colored pictures are able 
to produce or generate many clickable points 
compared to pictures that are presented in black and 
white. Color increases the usability of graphical 
passwords.   

According to studies conducted by Abdullah et al 
(2008), a total of 89% of the respondents chose the 
picture in color mode. According to Tao (2006) in 
graphical password schemes, colors play an 
important role as an indicator to distinguish 
between images in a picture. Colored pictures are 
also attractive than black and white pictures.  

Psychological research on images has shown that 
people can remember detailed visual information in 
natural scenes and that content and organization of 
images influence the ability to remember an image 
as described by Wiedenbeck et al (2005). In terms 
of choice of memorable images, psychologists have 
found that coherent images are more memorable 
that jumbled ones. It is this argument by 
Wiedenbeck et al (2005) that serves as a 
justification for our choice of picture. Our image is 
rich in content, properly organized, and coherent. 
The image can easily be remembered because its 
content is meaningful and it is not abstract. 
Eljetlawi and Ithnin (2005) suggested that 
memorability of passwords and efficiency of their 
input are two key human factors criteria. In a 
graphical password system, a user needs to choose 
memorable images. Choosing memorable images 
depends on the nature of the image itself and the 
specific sequence of click locations. Image content 
should be meaningful to be memorable because 
deriving meaning from abstract things is likely to be 
poor. 

4. DISCUSSION OF THE PROPOSED 
GRAPHICAL PASSWORD SCHEME  
 

Our goal is to propose a graphical password 
which can suit organizations with small IT budgets 
but which does not compromise their security 
status. Our approach is to provide suitable picture 
attributes for the proposed graphical password 
scheme. Our password scheme has three 
components: password selection (during which a 
user chooses click points in the provided image); 
password confirmation (during which users re-enter 
their click points. If they make an error, they can 
clear their clicks and choose others); and login 
(during which a user clicks close to the previously 
chosen click points in the provided image). This is 
figuratively represented in Figure 1 below: 
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FIGURE 1: STEPS TO CREATE A GRAPHICAL PASSWORD 

Figure 2 (last page) illustrates how a graphical 
password can be used in place of text-based 
passwords. To login, a user is supposed to choose 
some regions to create the password. The user can 
select random image portions. As per our proposal, 
the portions should be of different colors.  The more 
the colors the picture contains, the richer the picture 
and subsequently the bigger the password space. 
The user is likely to choose places in the picture 
which he or she finds easy to remember. As an 
advancement to this password scheme, the user can 
introduce his/her own pictures for creating 
graphical passwords and determine the number of 
regions to click in order to create the graphical 
password.  

Our password scheme is modeled along what 
Blonder (1996) suggested, whereby a password is 
created by having the user click on several locations 
on an image. During authentication, the user must 
click on the approximate areas of those locations. 
Blonder (1996) notes that the image can assist users 
to recall their passwords and therefore this method 
is considered more convenient than unassisted 
recall as with a text-based password.  

The graphical password system we are proposing 
on the above idea. In the implementation (Figure 2), 
users must click on various items in the image in 
the correct sequence in order to be authenticated. 
We believe that the picture (Figure 2) we are 
proposing is rich enough to provide many 
memorable points. Because any picture can be used 
and because any picture may contain hundreds to 
thousands of memorable points, the possible 
password space is quite large as noted by Suo et al 
(2006). This work improves on Blonder (1996) for 
it suggests the use of colored and rich pictures 
which increases memorability.   

Passwords similar to this one (Figure 2) were 
earlier described by Dhamija and Perrig (2000); and 
Perrig and Song (1999). The systems they described 
used click regions and they cannot allow a user to 
choose random parts of an image. However, 
whether a graphical password allows a user to 
choose arbitrary parts in an image or not, in our 

own opinion it is more secure than text based 
passwords and cheaper than biometrics.  

According to Tao (2006), to enter a password 
correctly, a user has to touch the same spots in the 
same order as in the registration stage. A graphical 
password scheme should allow all input within a 
certain tolerance area around because it is not 
possible to touch exact points all the time in a 
picture. The size of the tolerance area should be 
determined by users. The input precision will 
determine the usability and security of the graphical 
password and therefore should be very carefully set. 
If the input precision is very big, the graphical 
password will be very easy to crack for there will be 
few password combinations. On the other hand, if 
we have very small input precision; users may find 
it a bit difficult to enter correct passwords. In our 
case, the precision of the chosen points is dependent 
on the portions of the pictures and the diversity of 
the colors used. This is because different pictures 
will contain different parts of different colors 
depending on what the picture is illustrating.  

 For a click to be valid in the password scheme, a 
user must click within some tolerance. As Birget et 
al (2005) suggests, the size of the tolerance can be 
varied, but for the password space to be large, the 
tolerance should be 2mm to 5mm around each 
chosen pixel. The tolerance is needed because the 
user’s click point literally is a single pixel, which is 
too precise for a user to click on successfully. This 
tolerance, which users can vary, provides some 
margin of error around the user’s click within which 
a clicked point is considered as correct. In our case, 
the chosen image for the password contains many 
memorable points because it is very intricate and is 
color diverse. As a result of this, it can provide a 
large password space even by clicking moderate 
number of points. For instance, consider an image 
of size 330x260mm2 with tolerance regions of size 
5x5mm2; if the image contains at least a third of 
memorable points, then this yields more than 1140 
memorable tolerance points. With 5 click points, 
this gives 11405=1.22x1015 possible memorable 
passwords; with 6 click points it gives 1.27x1018 

Image Points 
Selection

Image Points 
Confirmation 

Login by Selecting 
Appropriate Image Points 
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possible memorable passwords, which is larger than 
the number of all possible textual passwords of 
length 8 over a 64-bit character alphabet (i.e. 
2.81x1014). 

 

 
5. CONCLUSION  
 

Text passwords have some shortcomings that 
biometrics attempt to address. Biometrics is 
expensive. One of the main arguments in support of 
graphical passwords is that pictures are easier to 
remember than text strings. Some studies in 
research papers support this. This is an idea which 
needs to be explored further.  

Color should be incorporated in graphical 
password schemes because colored pictures are able 
to generate many clickable points and this increases 
the password space as opposed to black and white 
pictures. Colored pictures are also attractive and 
this increases the memorability of graphical 
passwords.  

This work proposes colored graphical passwords 
as an alternative to textual passwords. However, 
further work can involve a questionnaire study 
designed to determine the usability of graphical 
passwords. Further work should also be done to 
determine different kinds of attacks against 
graphical passwords.  
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FIGURE 2: PROPOSED COLORED PICTURE PASSWORD SCHEME 
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