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ABSTRACT 
 

Ever increasing days, Mobile ad hoc network (MANT) is becoming the important issue in an autonomous 
system that consists of a variety of mobile hosts forming temporary network without any fixed 
infrastructure. The success of mobile ad hoc networks (MANET) strongly depends on people’s confidence 
in its security.  Various attacks against wireless ad hoc networks can be conducted. In this paper, various 
existing attack and defense were reviewed. It has been study how different attacks affect the performance 
of the network and find out the security issues which have not solved until now. And we should take There 
is no general algorithm that suits well against the most commonly known attacks such as wormhole, 
rushing attack etc. this paper attempts to review all such attached and defend in network layer and describe 
some techniques that can be used to defend against the multi hop routing protocol attacks. 
 
Keywords: Mobil Ad hoc network (MANT), Routing, Classification of MANT, Attacks, Secure Routing 

Protocols. 
 
1. INTRODUCTION  
 

A mobile ad-hoc network (MANET) is a self-
configuring infrastructure less network of mobile 
devices connected by wireless links. Each device in 
a MANET is free to move independently in any 
direction, and will therefore change its links to 
other devices frequently. Each must forward traffic 
unrelated to its own use, and therefore be a router. 
The primary challenge in building a MANET is 
equipping each device to continuously maintain the 
information required to properly route traffic. Such 
networks may operate by themselves or may be 
connected to the larger Internet. MANETs are a 
kind of wireless ad-hoc networks that usually has a 
routable networking environment on top of a Link 
Layer ad hoc network [22]. 

Various attacks against wireless ad hoc networks 
can be conducted [5]. They are qualified passive 
ones, if they are limited to the listening of the 
network traffic to take note, or active if the traffic is 
modified by the intruder. Security attacks can be 
internal when the malicious node belongs to the 
network, or external if not. Deny of service attacks 
are easy to carry out, and difficult to detect. Their 
principle is the violation and the non respect of the 
network protocol specification and their finality is 
the disturbance of the correct network operation. 
The no relaying of the traffic (of control or data) by 

an intermediate node constitutes a behavioral 
deviation, whose consequence is the violation of the 
objective for which the network is deployed. Such 
malicious behavior is called the black hole attack 
[2] [6] [19].  

This paper is organized as follows: Section 2 
summarizes the routing and classification in 
MANETs, follow-up by a necessary background for 
Security Issues for MANETs.  In section 3 
presented the types of attack in network layer 
specification. The section 4 will appear the types of 
defense in network layer and detailed description of 
these defends.  Section 5 present some techniques 
that can be used to defend against the multi hop 
routing protocol. The paper is achieved by a 
conclusion.  

2. CLASSIFICATION OF MANET 
ROUTING PROTOCOLS  

 
MANETs have special limitation and properties 

such as limited bandwidth and power, highly 
dynamic topology, high error rates etc.. Moreover, 
compared to infrastructure based networks, in a 
MANET, all nodes are mobile and can be 
connected dynamically in an arbitrary manner. 
Nodes of MANET behave as router and take part in 
discovery and maintenance to establish a reliable 
route of each other. Therefore, routing protocols for 
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wired networks cannot be directly used in wireless 
networks and numerous protocols have been 
developed for MANETs. These routing protocols 
are divided into two categories based on 
management of routing tables. These categories are 
Table Driven Routing Protocols and On-Demand 
Routing Protocols, shown in the Table 1 and they 
are explained below: 

 
Table 1: Classification Of MANET Routing Protocols. 

MANET ROUTING PROTOCOLS 

TABLE DRIVEN 
ROUTING PROTOCOLS 

ON-DEMAND 
ROUTING PROTOCOLS 

DESTINATION-
SEQUENCED 
DISTANCE VECTOR 
ROUTING PROTOCOL 
(DSDV) 

AD-HOC ON-DEMAND 
DISTANCE VECTOR 
ROUTING (AODV) 

WIRELESS ROUTING 
PROTOCOL (WRP) 

CLUSTER BASED 
ROUTING PROTOCOLS 
(CBRP) 

GLOBAL STATE 
ROUTING (GSR) 

DYNAMIC SOURCE 
ROUTING PROTOCOL 
(DSRP) 

FISHEYE STATE 
ROUTING (FSR) 

TEMPORALLY 
ORDERED ROUTING 
ALGORITHM (TORA) 

HIERARCHICAL STATE 
ROUTING (HSR) 

ASSOCIATIVITY 
BASED ROUTING 
(ABR) 

ZERO-BASED 
HIERARCHICAL LINK 
STATE ROUTING 
PROTOCOL (ZHLS) 

SIGNAL STABILITY 
ROUTING (SSR) 

CLUSTERHEAD 
GATEWAY SWITCH 
ROUTING PROTOCOL 
(CGSR) 

 

 
 
 
 

Table Driven Routing Protocols (Proactive) 
In proactive or table-driven routing protocols, 

each node continuously maintains up-to-date routes 
to every other node in the network. Routing 
information is periodically transmitted throughout 
the network in order to maintain routing table 
consistency. The areas in which they differ are the 
number of necessary routing-related tables and the 
methods by which changes in network structure are 
broadcast. The proactive protocols are not suitable 
for larger networks, as they need to maintain node 
entries for each and every node in the routing table 
of every node [7] [22]. 
 
On-Demand routing Protocols (Reactive) 

With on-demand protocols, if a source node 
requires a route to the destination for which it does 
not have route information, it initiates a route 
discovery process which goes from one node to the 
other until it reaches to the destination or an 
intermediate node has a route to the destination. If a 
node wants to send a packet to another node then 
this protocol searches for the route in an on-demand 
manner and establishes the connection in order to 
transmit and receive the packet. The route 
discovery usually occurs by flooding the route 
request packets throughout the network [7]. More 
details about the classification of MANET at [4]  
[5] [7] [14] [22].  
  
Security Issues for MANETs 

Vulnerabilities of operating systems and upper 
layer applications that belong to user programs such 
as databases, browsers or client-server applications 
are not considered as a security issue for ad-hoc 
networks. General attack types are the threats 
against the routing layer of the ad-hoc networks; 
such as physical, MAC and network layer which is 
the most important function of wireless ad-hoc 
network for the routing mechanism, orienting the 
packets after a route discovery process. More 
details about the security Issues in MANTS in [16] 
[17] [23] [25]. 
 

3. COMPREHENSIVE SURVEY ON 
NETWORK LAYER ATTACKS 

 
Network layer protocols extend connectivity 

from neighboring 1-hops nodes to all other nodes in 
MANET. The connectivity between mobile hosts 
over a potentially multi-hop wireless link strongly 
relies on cooperative reactions among all network 
nodes. A variety of attacks targeting the network 
layer have been identified and heavily studied in 
research papers. By attacking the routing protocols, 
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attackers can absorb network traffic, inject 
themselves into the path between the source and 
destination, and thus control the network traffic 
flow, as shown in Figure 1 (a) and (b), where a 
malicious node M can inject itself into the routing 
path between sender S and receiver D. 

 
Figure 1: Illustration of Routing Attack 

 
The list of different types of attacks on network 

layer and their brief descriptions are given below: 
 

i. Passive Eavesdropping 
An attacker can listen to any wireless network to 

know what is going on in the network. It first 
listens to control messages to infer the network 
topology to understand how nodes are located or 
are communicating with another. Therefore, it can 
gather intelligent information about the network 
before attacking. It may also listen to the 
information that is transmitted using encryption 
although it should be confidential belonging to 
upper layer applications. Eavesdropping is also a 
threat to location privacy [4] [5]. 

 
ii. Selective Existence (Selfish Nodes) 

This malicious node which is also known as 
selfish node and which is not participating in the 
network operations, use the network for its 
advantage to enhance performance and save its own 
resources such as power. To achieve that, selfish 
node puts forth its existence whenever personal cost 
is involved. Therefore these selfish node behaviors 
are known as selective existence attacks. [4] [20]. 

iii. Gray Hole Attack (Routing Misbehavior) 
A Gray Hole attack is an active attack type, 

which lead to dropping of messages. Attacking 
node first agrees to forward packets and then fails 
to do so. Initially the node behaves correctly and 
replays true RREP messages to nodes that initiate 
RREQ message. This way, it takes over the sending 

packets. Afterwards, the node just drops the packets 
to launch a (DoS) denial of service attack. 

If neighboring nodes that try to send packets over 
attacking nodes lose the connection to destination 
then they may want to discover a route again, 
broadcasting RREQ messages. Attacking node 
establishes a route, sending RREP messages. This 
process goes on until malicious node succeeds its 
aim (e.g. network resource consumption, battery 
consumption). This attack is known as routing 
misbehavior. [4] [20]. Dropping packets is also one 
of the behaviors of failed or overloading nodes [5]. 
 
iv. Black Hole Attack 

The difference of Black Hole Attacks [10] 
compared to Gray Hole Attacks is that malicious 
nodes never send true control messages initially. To 
carry out a black hole attack, malicious node waits 
for neighboring nodes to send RREQ messages. 
When the malicious node receives an RREQ 
message, without checking its routing table, 
immediately sends a false RREP message giving a 
route to destination over itself, assigning a high 
sequence number to settle in the routing table of the 
victim node, before other nodes send a true one. 
Therefore requesting nodes assume that route 
discovery process is completed and ignore other 
RREP messages and begin to send packets over 
malicious node. Malicious node attacks all RREQ 
messages this way and takes over all routes. 

Therefore all packets are sent to a point when 
they are not forwarding anywhere. 
This is called a black hole akin to real meaning 
which swallows all objects and matter. To succeed 
a black hole attack, malicious node should be 
positioned at the center of the wireless network [4] 
[8] [19]. 

 
 

Figure 2: Black Hole Attack Specification 
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Figure 2 show that malicious node M detects the 
existence of active route (S,A,E,D) between the 
source S and destination D. The malicious node M 
sends to the node A a route reply message (RREP) 
containing the spoofed destination address, a 
relatively large sequence number and a small hope 
count. The node A forwards this route reply 
message to S. This last updates its routing table and 
considers the new route (S,A,M). The node S uses 
this route to send data and while arriving at M, 
these data will be quite simply dropped. Nodes 
source and destination will not be able any more to 
communicate in the presence of the black hole 
attack [1] [19].  

 
v. Wormhole Attack 

In wormhole attack, a malicious node receives 
packets at one location in the network and tunnels 
them to another location in the network, where 
these packets are resent into the network. This 
tunnel between two colluding attackers is referred 
to as a wormhole. It could be established through 
wired link between two colluding attackers or 
through a single long-range wireless link. In this 
form of attack the attacker may create a wormhole 
even for packets not addressed to itself because of 
broadcast nature of the radio channel [3]. 

 

 
Figure 3: Wormhole Attack 

 
In Figure 3, X and Y are two malicious nodes 

that encapsulate data packets and falsified the route 
lengths. Suppose node S wishes to form a route to 
D and initiates route discovery. When X receives a 
route request from S, X encapsulates the route 
request and tunnels it to Y through an existing data 
route, in this case {X --> A --> B --> C --> Y}. 
When Y receives the encapsulated route request for 
D then it will show that it had only traveled {S --> 
X --> Y --> D}. Neither X nor Y update the packet 
header. After route discovery, the destination finds 
two routes from S of unequal length: one is of 4 and 
another is of 3. If Y tunnels the route reply back to 
X, S would falsely consider the path to D via X is 
better than the path to D via A. Thus, tunneling can 
prevent honest intermediate nodes from correctly 
incrementing the metric used to measure path 
lengths [3].  

Though no harm is done if the wormhole is used 
properly for efficient relaying of packets, it puts the 
attacker in a powerful position compared to other 
nodes in the network, which the attacker could use 
in a manner that could compromise the security of 
the network. 

 
vi. Impersonation 

Due to lack of authentication in ad-hoc networks, 
only MAC or IP addresses uniquely identify hosts. 
These addresses are not adequate to authenticate the 
sender node. Therefore non-repudiation is not 
provided for ad-hoc network protocols. MAC and 
IP spoofing are the simplest methods to pretend as 
another node or hide in the network. Malicious 
nodes achieve impersonation only by changing the 
source IP address in the control message. Another 
reason for impersonation is to persuade nodes to 
change their routing tables pretending to be a 
friendly node, such as attacks against routing table. 
One of the interesting impersonations is Man-in-
the-middle attack [4] [20]. 

 
vii. Modification Attack 

Control massages are used to establish the 
shortest and true path between two nodes. But 
malicious nodes want to route packets to the 
direction that they want, modifying content of the 
control messages (e.g. RREQ, RREP and RERR). 
Modification means that the message does not carry 
out its normal functions. 

Route information such as hop count, sequence 
number, life time etc. are carried along with control 
messages. This information has a big role in 
establishing a true route. Modifying these fields in 
the control messages, malicious node can perform 
its own attacks. Impersonation is not one of these 
kinds of attacks; impersonation is only performed 
by modifying source address to pretend as another 
node in the network. But changing route 
information in control messages is performed to 
mislead the victim or intermediate node and this 
modification is generally against the replay 
messages [4] [20]. 
viii. Attack against the Routing Tables 

Every node has its own routing table to find other 
nodes easily in the network. At the same time, this 
routing table draws the network topology for each 
node for a period (max. 3 seconds, duration of 
ACTIVE_ROUTE_TIMEOUT constant value of 
AODV protocol) [9]. If malicious node attacks 
against this table, attacked nodes do not find any 
route to other nodes that it wants to connect. This 
attack is always performed by fabricating a new 
control message.  
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Therefore it is also named fabricating attack. 
There are many attacks against routing tables. Each 
one is done by fabricating false control messages. 
For example; to attempt a black hole attack, 
malicious node first invades into the routing table 
of the victim, sending false RREP message. 
Malicious node also spreads false RERR messages 
to the network so that valid working links are 
marked as broken [4] [5]. 

 
ix. Sleep Deprivation Torture Attack (Battery 

Exhaustion) 
Many techniques are used to maximize the 

battery life and mobile nodes prefer to stay at the 
sleep mode, when they are not used. Sleep 
Deprivation Torture [12] is one of the serious types 
of Denial of Service Attacks, which affects only 
nodes, especially handheld devices that have 
limited resources. In a period time, attacker can 
propagate some control messages through the 
network, in which other nodes are interested. Other 
nodes pass to the operation mode from the sleep 
mode and start processing these unnecessary 
packets until their batteries completely run out [4]. 

 
x. Byzantine attack 

A compromised intermediate node works alone, 
or a set of compromised intermediate nodes works 
in collusion and carry out attacks such as creating 
routing loops, forwarding packets through non-
optimal paths, or selectively dropping packets, 
which results in disruption or degradation of the 
routing services [4]. 

 
4. NETWORK LAYER DEFENSE 

 
The passive attack on routing information can be 

countered with the same methods that protect data 
traffic. Some active attacks, such as illegal 
modification of routing messages, can be prevented 
by mechanisms source authentication and message 
integrity. DoS attacks on a routing protocol could 
take many forms. DoS attacks can be limited by 
preventing the attacker from inserting routing 
loops, enforcing the maximum route length that a 
packet should travel, or using some other active 
approaches. The wormhole attack can be detected 
by an unalterable and independent physical metric, 
such as time delay or geographical location. For 
example, packet leashes are used to combat 
wormhole attacks [5]. 

The following section will be explaining some of 
the most defenses in network layer 

 
 

i. Defense against wormhole attacks 
In the wormhole attack, an attacker receives 

packets at one point in the network, tunnels them to 
another point in the network, and then replays them 
into the network from that point. To defend against 
wormhole attacks, some efforts have been put into 
hardware design and signal processing techniques. 
If data bits are transferred in some special 
modulating method known only to the neighbor 
nodes, they are resistant to closed wormholes. 
Another potential solution is to integrate the 
prevention methods into intrusion detection 
systems. However, it is difficult to isolate the 
attacker with a software-only approach, since the 
packets sent by the wormhole are identical to the 
packets sent by legitimate nodes. 

A packet leash protocol [5] is designed as a 
countermeasure to the wormhole attack. The 
SECTOR mechanism [18] is proposed to detect 
wormholes without the need of clock 
synchronization. Directional antennas [13] are also 
proposed to prevent wormhole attacks. 

The SECTOR [18] mechanism is based primarily 
on distance-bounding techniques, one-way hash 
chains, and the Merkle hash tree. SECTOR can be 
used to prevent wormhole attacks in MANET 
without requiring any clock synchronization or 
location information. SECTOR can also be used to 
help secure routing protocols in MANET using last 
encounters, and to help detect cheating by means of 
topology tracking. 

 
ii. Defense against Black Hole attacks 

Some secure routing protocols, such as the 
security-aware ad hoc routing protocol (SAR) [21], 
can be used to defend against Black hole attacks. 
The security-aware ad hoc routing protocol is based 
on on-demand protocols, such as AODV or DSR 
[9].  

In SAR, a security metric is added into the RREQ 
packet, and a different route discovery procedure is 
used. Intermediate nodes receive an RREQ packet 
with a particular security metric or trust level. At 
intermediate nodes, if the security metric or trust 
level is satisfied, the node will process the RREQ 
packet, and it will propagate to its neighbors using 
controlled flooding. Otherwise, the RREQ is 
dropped. If an end-to-end path with the required 
security attributes can be found, the destination will 
generate a RREP packet with the specific security 
metric.  

If the destination node fails to find a route with 
the required security metric or trust level, it sends a 
notification to the sender and allows the sender to 
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adjust the security level in order to find a route 
[12]. 

 
iii. Defense against impersonation and 

repudiation attack 
ARAN provides authentication and non-

repudiation services using predetermined 
cryptographic certificates for end-to-end 
authentication. In ARAN, each node requests a 
certificate from a trusted certificate server. Route 
discovery is accomplished by broadcasting a route 
discovery message RDP from the source node. 

The reply message REP is unicast from the 
destination to the source. The routing messages are 
authenticated at each intermediate hop in both 
directions. 

ARAN [11] can be used to defend against 
impersonation and repudiation attacks. 

 
 

 
 

Figure 4: Illustration of ARAN Routing Discovery 
Authentication at Each Hop 

 
Routing discovery authentication at each hop is 

illustrated in Figure 4. The RDP packet includes 
[RDP, IPX, CertA, NA, t]KA¡ , where RDP is a 
packet identifier, A is the source node, IPX is the 
destination node X’s IP address, NA is a nonce, 
CertA is A’s certificate, t is the current time, and 
KA¡ after the packet RDP, IPX, CertA, NA, t 
means the packet was signed with A’s private key. 
If the intermediate node B is the first hop from 
node A, after validating A’s signature and checking 
its certificate for expiration, it will decide to sign 
the packet by adding its own signature and 
certificate, and then it will forward [[RDP, IPx, 
CertA, NA,t]KA¡]KB¡, CertB to all its neighbors. 
Each hop verifies the signature of the previous hop 
and replaces it with its own. The destination node X 
unicasts a REP packet [REP, IPA, CertX, NA, 
t]KX¡ back to source A. 

 
iv. Defense against Modification Attacks 

The security protocol SEAD [2], [25] is used here 
as an example of a defense against modification 
attacks. Similar to a packet leash [5], the SEAD 
protocol utilizes a one-way hash chain to prevent 

malicious nodes from increasing the sequence 
number or decreasing the hop count in routing 
advertisement packets. In SEAD, nodes need to 
authenticate neighbors by using TESLA [12] 
broadcast authentication or a symmetric 
cryptographic mechanism. Specifically, in SEAD, a 
node generates a hash chain and organizes the chain 
into segments of m elements as (h0, h1, ...,hm¡1), 
..., (hkm, hkm+1, ..., hkm+m¡1), ..., hn, where k = n 
m - i, m is the maximum network diameter, and i is 
the sequence number. 

 
Table 2: SEAD Example: Hash Function used for 
Message Authentication, i is sequence number, j is 

metric, the network diameter (m) is 5, the length of hash 
chain (n) is 20 

 
 

Illustrated in Table 2, the network diameter is 5, 
the length of hash chain n’s value is 20, i is the 
sequence number, and j is the metric, which is 
number of hops to destination. Because hi=H(hi¡1), 
given hi it is easy to verify the authenticity of hj , as 
long as j<i. Given hi, hj cannot be derived for j<i, 
but hj can be derived for j>i. Because different hash 
function is used for different i and j and used by the 
order showed in table 4, the attacker can never 
forge lower metric value, or greater sequence value.  

Because, after receiving a routing update in 
routing protocol DSDV, a node updates its 
advertised routing table when the sequence number 
is greater or when the sequence number is the same 
but the metric is lower, SEAD prevents malicious 
nodes from decreasing the hop count value or 
increasing the sequence number based on the 
design of DSDV. 

 
5. TECHNIQUES USED TO DEFEND 

AGAINST THE MULTIHOP ROUTING 
ATTACHS 

 
There are some proposed techniques that can be 

used to defend against the multi hop routing 
protocol attacks as in [12]. 

 
i. Authentication of control packets 

 Control packets should be authenticated by their 
originators. Authenticity should be verifiable by the 
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target of the control packet. Moreover, each node 
that updates its routing state as a result of 
processing the control packet must be able to verify 
its authenticity. Each node that processes and re-
broadcasts or forwards the control packet must be 
able to verify its authenticity. Ramkumar proposed 
an efficient        broadcast authentication scheme 
[15]. 

 
ii. Protection of mutable information in control 

packets 
 Each node that adds information to the packet 

should authenticate that information in such a way 
that each node that acts upon that information can 
verify its authenticity.  

The added information can be categorized in 
traceable additions (e.g. adding node identifiers), 
and untraceable additions (e.g. increasing the hop 
count).  

The traceable additions can be authenticated with 
re-signed the entire control packet by each node 
that modifies it. But with the untraceable additions, 
there is no perfect solution exists. For example, the 
hop count can be increased uncontrolled by the 
adversarial nodes. 

 
iii. Detecting worm holes and tunnels 

Wormhole detection is a complicated problem. 
The mechanisms can be categorized into centralized 
and decentralized approaches. In centralized 
approaches, the central entity will gather the 
information about the network and construct a 
model of the entire network. Then the central entity 
tries to detect inconsistencies (potential indicators 
of wormholes) in this model. In the decentralized 
approaches, each node constructs a model of its 
own neighborhood using locally collected data. The 
each node tries to detect inconsistencies on its own. 
In the second approach, there is no need for a 
central entity, but nodes need to be more complex 
[24]. 

 
iv. Combating gray holes  

There are two approaches. The first one is using 
multiple disjoint routes. This approach increases the 
robustness of the routing protocol but it also 
increases resource consumption. The second 
approach is “Detect and react”. This approach 
monitors neighbors and identify misbehaving 
nodes. The routes will not contain the misbehaving 
nodes. 

 
 
 
 

6. CONCLUSION 
 
Several existing routing protocols for ad hoc 

Wireless Networks were described in this paper.  
An attempt is made to discuss various attacks and 
defenses that exit in adhoc network. They were 
further categorized based on TCP/IP model. The 
paper presents some techniques that can be used to 
defend against the multi hop routing protocol 
attacks. Various security metrices were also 
discussed. This paper also is an evolving field, 
which offers scope for a lot of research. 
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