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ABSTRACT 
 

In this paper, studying the effect of malicious nodes in the Wireless Sensor Networks (WSNs) is proposed. 
The low-cost, low data rate of the sensor nodes made the WSN a hot topic among researchers. Certain 
characteristics like dynamic topologies, limited data rate and limited battery power makes routing in WSN 
challenging compared to traditional networks. Earlier work on WSNs mainly focused on developing 
efficient routing mechanisms in dynamic and resource-constrained networks. Several efficient routing 
protocols were suggested for WSNs where most assume a trusted and cooperative environment. However, 
they are all vulnerable to attacks by malicious nodes; routing attacks in WSNs are especially serious. 
Geographic routing research is more recent than topological routing; it has received special attention as 
improvement in geographic information produces better routing performance. In this study, the effect of the 
malicious nodes on geographic routing is investigated. Simulations are conducted to evaluate the 
performance degradation of network due to malicious node activity. Simulation studies conducted for 
network with 15% malicious nodes show that the throughput of the network degrades significantly. 

Keywords: Wireless Sensor Networks, Malicious Nodes, Routing Protocols, Geographic Routing Protocols, 
effect of the Malicious Nodes. Network Throughput. 

 
1. INTRODUCTION  
 

A set of small wireless sensing nodes that have 
limited memory capacity and power supply is 
called Wireless Sensor Network. Usually, these 
nodes are scattered randomly in any area and 
communicate with each other to establish an ad hoc 
network. The communication is done through a 
multi-hop transmission, if the source and the 
destination nodes are not in the wireless range of 
each other. Mainly the destination nodes are able to 
store and collect the data retrieved from the 
wireless sensors and is called Sink nodes [1][2]. 

The WSNs is deployed in many applications that 
are likely to be attacked such as home automation, 
medical monitoring, products tracking, military 
applications…etc. 

The main function of each wireless sensor node 
in the network is to sense the environment and send 
the data to the sink nodes using none-secure 
channels with aggregation or without. The main 
function of the sink nodes is to process the 
collected data and make the decisions or pass it to 
base station where users can make decisions [2][3]. 

Therefore, they need to be stable in design and 
structure to safely transfer data among the wireless 
sensor nodes without any problems. Consequently, 
designing efficient WSN is much more difficult 
than designing any other wireless or mobile 
network. This is due to the limitation in resources 
such as the limitation of the power source, 
computation capability, and memory size. 

There are many classifications for the WSN 
routing protocols. Some are related to the network 
structure and other related to the protocols 
operations. Currently, many routing protocols that 
are in use can be classified into reactive and 
proactive routing protocols. The reactive routing 
protocols such as Ad hoc On Demand Distance 
Vector (AODV) [4], nodes establish routes only 
when needed. In proactive routing protocols such as 
Optimized Link State Routing (OLSR) protocol [5], 
routes are saved in the network and the nodes 
always check for any topology updates. Most such 
routing protocols rely on inter node cooperation due 
to the lack of a centralized administration, 
assuming that all sink nodes are trustworthy and 
behave well. However, in a real world scenario, 
attacks disrupting routing operations or denial-of-
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service (DoS) attacks are launched by malicious 
node [6] denying services to legitimate nodes 
leading to degradation in the performance of the 
WSN network. Recently, several research efforts 
have been made to counter such malicious attacks 
as earlier work focused on providing preventive 
schemes to protect routing in the WSN [7][8]. 

Most schemes are based on encryption key 
managements techniques to prevent unauthorized 
sensor nodes from joining the WSNs or monitoring 
the networks packets. Usually, the major problems 
with such approaches, is the introduction of heavy 
traffic load to exchange/verify keys, which is 
expensive with regard to the data rate and power 
conditions of the WSN nodes with limited battery 
and computational capabilities. Several routing 
protocol with preventive schemes based 
authenticated routing for ad hoc networks such as 
ARAN [7], Ariadne [9], and secure AODV 
(SAODV) [8] are available in the literature. In spite 
of that, they are not many techniques are available 
with regard to the malicious attacks in the 
geographic routing protocol. In this study, it is 
proposed to study the effect of malicious nodes in 
the WSNs. Simulations are conducted to evaluate 
the performance degradation of network due to 
malicious node activity. 

There are many benefits of the geographic 
routing protocol especially for ad hoc routing 
protocols. The first advantage is that, the 
Geographic routing protocol guarantees the 
forwarding process through the optimal next hop, 
which has been used before as intermediate nodes 
in transmitting the packets. Secondly, the 
Geographic routing protocol does not need a 
routing table to maintain the routes because of the 
weakness of the route discovery process. It only 
requires a distribution of some control packets and 
knowing the locations of the neighbor intermediate 
nodes [10].  

The remainder of this paper is organized as 
follows. Section II gives a brief overview about the 
geographic routing protocol. In section III, 
describes some of the related works in security 
protocols. The simulations and the results are 
explained in section IV. The conclusion is given in 
section V. 

2. LOCATION-BASED ROUTING 
PROTOCOLS 

 

Geographic routing protocol is a location-based 
routing protocol used in the wireless networks. The 
main idea of the Geographic routing protocol is that 

it sends the message to the geographic location of 
the destination node rather than sending it to a 
certain network address. 

Geographic routing protocol does not require 
distribution of the control messages through the 
whole network, the nodes are only required to 
perform maintenance functions for topological 
information among its one-hop neighborhood; it is 
a type of stateless routing [11]. This is very feasible 
for density networks like WSN. In addition, 
geographic routing requires lower memory usage 
by nodes through local information maintenance. A 
typical geographic routing comprises of two 
components: location service and geographic 
forwarding process. Location service determines 
destination packet position, as knowing the position 
improves routing process to create a path from the 
source node through intermediary nodes. The 
packet destination position can be included in the 
packet header to ensure that intermediate hops 
know the ultimate destination of the packet [12]. 

 Geographic forwarding uses either 
geographic greedy-forwarding mode or void-
handling mode. The greedy-forwarding mode 
defines next-hop node for packet forwarding 
considering positions of the current node, its 
neighboring nodes, and destination node. Global 
Positioning System (GPS) receiver or localization 
algorithms are utilized for fix the node’s position. 
Centralized neighborhood table at the node is 
maintained with the positions of neighboring nodes 
or the position is found in a distributed method 
through contention among neighboring nodes [13]. 
At last, the destination node’s position is included 
in the packet header from the source node. 
Nevertheless, if an intermediate node knows a 
better position of the destination, it updates this in 
the path header before the packet is forwarded. 

Geographic Adaptive Fidelity (GAF) is another 
location-based routing protocol that concerned 
primarily with energy awareness. GAF was 
originally designed for wireless ad hoc networks, 
but it is also suitable for WSNs. GAF saves energy 
without any effect on the routing dependability. 
The main principle of GAF is dividing the sensors 
field into fixed virtual grid zones. The cost of 
routing for each node in the same zone will be 
symmetric. Therefore, some of these nodes in the 
same zone can be ignored by putting them into the 
sleep mode, thus saving more power. GPS can be 
used to determine the position of each node in the 
same zone. There are three stages in GAF, the 
discovery stage, the active stage, and the sleep 
stage. The discovery stage includes discovering the 
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neighbors of each node within the grid. In the 
active stage, nodes participate in routing data. The 
sleep stage consists of turning off the radio of the 
node and setting the node to the sleep mode [14]. It 
is obvious that this routing protocol depends on the 
GPS technique to determine the positions of the 
wireless sensor nodes, which is not always 
available especially for indoor applications. 
Moreover, this routing protocol places extra 
overhead on the memory unit in order to save the 
neighbors addresses for each node.  

Another location-based routing protocol is 
Geographic and Energy-Aware Routing protocol 
(GEAR). GEAR depends on energy and 
geographically information about the neighbors. 
The main idea of GEAR is to reduce the number of 
interests in Direct Diffusion by only sending the 
interest packets to certain regions or direction in the 
network. This will preserve more energy than 
Directed Diffusion. Each node in GEAR keeps two 
values an estimated cost and a learned cost. The 
estimated cost is the combination of distance to the 
sink node and the remaining energy. When a node 
does not have any other nearby nodes except itself 
on a route to the destination area, a network hole 
will be created. The modification of the estimated 
cost that accounts for routing around the network 
holes is the learned cost. The estimated cost will be 
equal to the learned cost, if there are no holes in the 
network. The learned cost will be transmitted back 
one hop every time the data packet reaches the sink 
node. Therefore, the route setup for the next data 
packet can be adapted. There are two phases in the 
GEAR algorithm. The first phase is the forwarding 
of the packets towards the target region. The second 
phase is the forwarding of the packet within the 
same region. In the first phase, the wireless sensor 
node, that received the data, makes sure that there is 
at least one neighbor node closer to the destination 
area. If there is more than one neighbor node, then 
the sensor node will choose the one nearest to the 
destination area. If there are no neighbors on the 
way to the destination area, then this node is 
marked as a network hole. In the second phase, 
after the data packet has reached the destination 
region. It can be distributed by restricted flooding 
or recursive geographic forwarding. In high-density 
networks recursive geographic flooding is more 
energy efficient than restricted flooding [15].  

Energy Aware Greedy Routing (EAGR) has been 
introduced in WSN as a location based protocol 
that works on geographical information of the node 
as well as the energy level available in the sensor 
node. In most of the greedy routing algorithms, 

only shortest path is considered. All the nodes 
present in most of the shortest paths will lose its 
energy very quickly. Therefore, creates a hole in 
that area and results in dropping of packets. EAGR 
combines the location information and energy level 
of nodes so beautifully that the workload is evenly 
distributed amongst the alive nodes. EAGR 
assumes that all the nodes have the same energy 
level and a threshold energy level is set. Node 
having less than that energy level is considered 
dead. Then, it finds out the location of each node. 
All the nodes should have energy level greater than 
their locations energy cost [16].  

Novel Hierarchical Routing Protocol Algorithm 
(NHRPA) selects the topology of the network based 
on the distance of the nodes to the based station, 
density of the nodes, and the remaining energy of 
the sensor nodes. This protocol has better 
performance than Direction Diffusion routing 
protocol in term of energy usage, packet latency, 
and security in the presence of node compromise 
attacks [17]. One main drawback of NHRPA is the 
complexity of the computation cost due to the need 
of initializing the network, forming the topology 
and calculating the distance to the base station, 
which will increase the overhead inside the WSN. 

 
3. RELATED WORK 

 
In [18], they studied various routing attacks, such 

as flooding, link spoofing, colluding miserly 
attacks, black hole and wormhole. An overview of 
the existing solutions to secure WSN protocols was 
discussed. Current routing attacks and proposed 
countermeasures incorporated in the WSN 
protocols were discussed. Most of the solutions are 
based on cryptography and key management, which 
are effective. However, it leads to increase the 
overhead in the network. The trade-off between 
effectiveness and efficiency is not optimal. Some 
methods perform well in the presence of one 
malicious node, but not in the presence of multiple 
colluding attackers.  

Another technique to secure the routing paths in 
the network has been proposed in [19], security 
aware optimized link state routing. In the proposed 
method, on successful arrival of control packets, 
acknowledgement is exchanged between two hop 
neighbors. Attacks such as link spoofing, wormhole 
and colluding miserly attacks were controlled due 
to the proposed method. Location information or 
full topology was not required to protect the 
network. The simulation results verified that in the 
presence of malicious nodes, the proposed system 
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achieved higher packet delivery ratio compared to 
default Optimized Link State Routing protocol. 

A generic security solution for wireless network 
using threshold cryptography was introduced in 
[20]. The threshold cryptography was based on key 
management service and public key cryptosystem. 
The proposed method used multiple nodes for 
generation, maintenance and distribution of the key 
pairs. The system performs in an effective way for 
key distribution and management.  

A Multipath Routing Single (MARS) path 
transmission approach was studied in [21] to detect 
the misbehaving nodes. The proposed MARS 
coordinates the multipath routing, single path data 
transmission, and whole feedback mechanism 
providing defense against acting up from 
misbehaving nodes. Simulations are conducted 
under different adverse effects to evaluate the 
proposed MARS approach and its improved E-
MARS approach. The simulation results 
demonstrate the improved performance with respect 
to overhead in network while incorporating the 
proposed MARS and E-MARS approaches. The 
proposed method achieves 45% more data delivery 
when the network contains 20% misbehaving 
nodes. 

A security framework, Reliable and Secure 
Framework (RSF) was developed in [22], for 
detecting and isolating malicious nodes. In the 
proposed method, the destination nodes detect the 
malicious nodes and it is isolated by forsaking the 
route. Dispersion techniques were used for 
prevention data packets. The method also 
introduced a Reliable Multipath Routing (RMR) 
algorithm for determining a set of node-disjoint 
dependable paths. Data packets are transmitted 
along multiple paths using a dispersion algorithm. 
Simulation results show that the proposed method 
achieves reduced overhead and delay. The packet 
delivery ratio is also improved. 

Another novel Geocast protocol was introduced 
by [23]. This Geocast protocol transmits packets 
within a definite geographical region. The proposed 
method uses a multicast tree to connect the Geocast 
nodes. The connections are based on energy 
efficient broadcasting techniques and do not restrict 
the shape of the Geocast region. Proposed method 
facilitates reduced energy consumption and in-
network data aggregation. Security mechanisms are 
also incorporated for protecting the multicast tree to 
protect it from both inside and outside attackers. 
Watch nodes are used for unambiguous 
identification of the malicious nodes.  

4. SIMULATION MODEL AND RESULTS 
 
A simulation Model using NS-2 simulator [24] 

has been designed to study the effect of the 
malicious nodes in the WSN using the geographic 
routing protocol. The simulation model consists of 
50 nodes acting as client and with one node as 
server. All the nodes run using Transmission 
Control Packets / Internet Protocol (TCP/IP) 
Network. The data rate of 11 Mbps is maintained 
for all nodes. The other simulation parameters are 
explained in table I. Nodes are fixed positions with 
random distribution as shown in Fig. 1. In order to 
load the network and calculate the throughput FTP 
traffic was generated randomly from various nodes. 
Simulations were conducted using the geographic 
routing protocol with all the nodes cooperating, and 
the simulation has been repeated with creating 15% 
of the nodes being as malicious nodes.  

 
Figure 1: The Simulation Model Of 51 Wireless 

Sensor Nodes Using NS-2 Simulator. 

 

Table 1.  Simulation Parameters 

Parameter Name Parameter Value 

InitEng 4.0 Joules 

rxPower 0.01Watt 

txPower 0.01 Watt 

Packet Size 80 Bytes 

Packet Interval 15 Milliseconds 

Simulation Time 6 minutes 

Number of Nodes 51 

Antenna Type OmniAntenna 

Radio Model TwoRayGround 
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Parameter Name Parameter Value 

Grid Size 100X100 meter 

Distance between 
neighbours Random 

Routing Protocol Geographic 
Routing Protocol 

MAC Protocol MAC/802_15_4 

System Loss (L_) 1.0 

Gain Transmitter antenna 
(Gt) 1.0 

Gain Receiver antenna (Gr) 1.0 

Transmitter Height (Ht) 1.5meter 

Receiver Height (Hr) 1.5meter 

 
Fig. 2, shows that the effect of the malicious 

nodes over the number of packet received by the 
server node during the simulation time. Obviously, 
receiving the packets from various number of 
source nodes has been reduced by 35% of the 
original packet received in the secure default 
network. 

In addition, the effect of the malicious nodes has 
also appeared on the number of sent packet from 
the clients, which are the 50 sensors in the network 
to the server node no. zero. It is obvious in Fig. 3, 
that the number of sent packet from the random 
client nodes has been reduced by 40% to the 
original number of packet sent in the default secure 
network. 

The simulations results have also proved that the 
throughput of the whole network has been reduced 
by 45 % of the original default secure WSN via the 
effect of the malicious nodes in the WSN using the 
Geographic Routing Protocol . 

 
 

 
Figure 2: Comparing The Traffic Received At The 

Server Node. 

 

 
Figure 3: Comparing The Traffic Sent By All Nodes. 

 
Figure 4: Comparing The Throughput Of The Network 

With And Without Malicious Nodes. 
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5. CONCLUSION 
 
Many works have been introduced to study the 

effect of the malicious nodes in the WSNs. 
However, none of these works studies the effect of 
the malicious nodes in the WSNs using the 
Geographic routing protocol. In this paper, the 
performance degradation in the WSNs with 
Geographic routing protocol under malicious nodes 
is studied. Simulation results were conducted using 
NS-2 Simulator and 51 sensor nodes, 15% of the 
nodes was acting as malicious node. The simulation 
results have clearly appeared that the effect of the 
malicious nodes on the throughput of the WSNs 
reduces to the half of the original throughput due to 
the presence of malicious nodes in the network. 
Further work needs to be done and throughput 
evaluated for larger networks. Further 
investigations need to be done for larger networks, 
different types of malicious nodes and to propose 
mechanisms to reduce the effect of the malicious 
nodes of the WSNs. 
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